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ÀÑÏÅÊÒ1

Còàòòÿ ïðèñâÿ÷åíà êîìïëåêñíîìó àíàë³çó ðèçèê³â òà çàãðîç, äæåðåëîì
ÿêèõ º ñó÷àñí³ çàñîáè êîìóí³êàö³¿ òà ìåðåæà ²íòåðíåò. Ìåòîþ äîñë³äæåííÿ º
âñòàíîâëåííÿ ïåâíèõ àñïåêò³â óðàçëèâîñò³ äèòèíè â ³íôîðìàö³éí³é ñôåð³, à òàêîæ
ç’ÿñóâàííÿ ð³âíÿ îá³çíàíîñò³ øêîëÿð³â ùîäî áåçïåêè â ìåðåæ³ ²íòåðíåò.

Ó ñòàòò³ ïåðåë³÷åí³ îñíîâí³ îñîáëèâîñò³ òà íàéá³ëüø ïîøèðåí³ âèäè çëî÷èí³â
òà ³íøèõ àíòèñóñï³ëüíèõ ä³ÿíü, ùî â÷èíÿþòüñÿ â ìåðåæ³ ²íòåðíåò àáî ç ¿¿
âèêîðèñòàííÿì. Îñîáëèâà íåáåçïåêà òàêèõ ä³ÿíü ïîëÿãàº â òîìó, ùî ÷àñòî
æåðòâàìè ñòàþòü íåïîâíîë³òí³ ³íòåðíåò-êîðèñòóâà÷³, àäæå âîíè º íàéàêòèâí³-
øèìè êîðèñòóâà÷àìè ²íòåðíåòó òà ³íøèõ çàñîá³â êîìóí³êàö³¿.

Êëþ÷îâ³ ñëîâà: ²íòåðíåò, ³íòåðíåò-ðèçèêè, êîðèñòóâà÷³, íåïîâíîë³òí³, ä³òè,
´àäæåòè, ê³áåðíàñèëüñòâî, ³íòåðíåò-øàõðàéñòâî, ïîðíîãðàô³ÿ, “ãðóïè ñìåðò³”.

Íà ñüîãîäí³ çëî÷èíè, à òàêîæ ïðîòèïðàâí³, àíòèñóñï³ëüí³ ä³ÿííÿ, ùî â÷è-
íÿþòüñÿ ç âèêîðèñòàííÿì ñó÷àñíèõ çàñîá³â êîìóí³êàö³¿ òà ìåðåæ³ ²íòåðíåò, – öå
àêòóàëüíà ïðîáëåìà, ç ÿêîþ ç³øòîâõíóëèñÿ âñ³ êðà¿íè ó ÕÕ² ñòîë³òò³, ÿêà ìàº
òåíäåíö³þ äî çá³ëüøåííÿ ÿê çà ñâî¿ìè ìàñøòàáàìè, òàê ³ çà ð³âíåì ñïðè÷èíåíî¿
øêîäè. Îòæå, íàçâàíå ÿâèùå çàñëóãîâóº íà îñîáëèâó óâàãó ñåðåä íàóêîâö³â.

Ñë³ä çàçíà÷èòè, ùî äîñë³äæåííþ ê³áåðçëî÷èííîñò³ (êîìï’þòåðíî¿
çëî÷èííîñò³) òà ¿¿ ïîõ³äíèõ ïðèñâÿòèëè ñâî¿ ðîáîòè ð³çí³ íàóêîâö³, çîêðåìà:
Â.À. Ë³ïêàí, Î.Î. Òèõîìèðîâ, Î.Ì. Ïôî, Ì.À. Ïîãîðåöüêèé, Â.Ï. Øåëîìåíöåâ,
Î.Ñ. Àëàâåðäîâ, Þ.Ì. Áàòóð³í, À.Â. Âîéöåõ³âñüêèé, Â.Á. Âºõîâà, Â.Î. Ãîëóáºâ,
Ì.Ä. Ä³õòÿðåíêî, Ò.Ë. Òðîï³íà, Á.Õ. Òîëåóáåêîâ, Ò.Ì. Áàðàáàø, Ð.Ñ. Áºëê³í,
Ñ.Ä. Áðàæíèê, Ñ.Þ. Áèòêî, Â.Â. Âîðîáéîâ, Í.Ë. Âîëêîâà, Ë.Â. Áîðèñîâà,
À.Ô. Âîëîáóºâ, Ì.Ò. Äçþáà, ß.Ì. Æàðêîâ, Ð.À. Êàëþæíèé, À.Ì. Êóçüìåíêî,
Â.Ê. Ëèñè÷åíêî, Ï.À. Ëóï³íñüêà, Ì.². Îíèùóê, Ñ.Â. Ñëèíüêî, Â.Ï. Ô³ëîíîâ òà
³íø³.

1 Çàê³í÷åííÿ â íàñòóïíîìó íîìåð³.
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Çëî÷èíè, â÷èíåí³ â ìåðåæ³ ²íòåðíåò àáî ç ¿¿ âèêîðèñòàííÿì (ê³áåðçëî÷èíè),
³íø³ àíòèñóñï³ëüí³ ä³ÿííÿ (íå êðèì³íàë³çîâàí³ ä³¿, ÿê³ ñïðè÷èíþþòü øêîäó îñîá³ –
ñïàì, ê³áåðáóë³íã òîùî), ùî â÷èíÿþòüñÿ ç âèêîðèñòàííÿì ñó÷àñíèõ çàñîá³â êîìó-
í³êàö³¿ (íàïðèêëàä, ìîá³ëüíèõ òåëåôîí³â, ïëàíøåò³â, ³íøèõ ñó÷àñíèõ ́ àäæåò³â) –
öå ÿâèùà, ÿê³ âèíèêëè ó ïðîöåñ³ åâîëþö³¿ êîìï’þòåðíèõ òà ³íôîðìàö³éíèõ òåõíî-
ëîã³é. Òîáòî æåðòâîþ çàçíà÷åíèõ âèùå ïðîòèïðàâíèõ ä³ÿíü ìîæå áóòè áóäü-ÿêà
ëþäèíà, ùî êîðèñòóºòüñÿ ñó÷àñíèìè çàñîáàìè êîìóí³êàö³¿ àáî ìåðåæåþ ²íòåðíåò.
Îñîáëèâà íåáåçïåêà òàêèõ ä³ÿíü ïîëÿãàº â òîìó, ùî ÷àñòî ¿õ æåðòâàìè ñòàþòü íå-
ïîâíîë³òí³, áî, ÿê çàçíà÷àëîñÿ âèùå, âîíè º íàéàêòèâí³øèìè êîðèñòóâà÷àìè
²íòåðíåòó òà ³íøèõ çàñîá³â êîìóí³êàö³¿. Ñë³ä íàãîëîñèòè, ùî á³ëüøå 70 % áàòüê³â
íå çíàþòü, ÿê³ ñàéòè â³äâ³äóþòü ¿õ ä³òè.

 Îäí³ºþ ç îñíîâíèõ õàðàêòåðèñòèê ³íòåðíåò-çëî÷èííîñò³ º âèñîêà ëàòåíòí³ñòü
ÿê ïðèðîäíà, òàê ³ øòó÷íà, ùî âèíèêàº ÷åðåç íåáàæàííÿ ïîòåðï³ëèõ ïîâ³äîìëÿòè
ïðî çëî÷èíè ïðàâîîõîðîííèì îðãàíàì. Îô³ö³éíà ñòàòèñòèêà ïðàâîîõîðîííèõ
îðãàí³â íå â³äîáðàæàº ðåàëüíî¿ êàðòèíè ñòàíó ïðàâîïîðóøåíü, ùî â÷èíÿþòüñÿ â
ìåðåæ³ ²íòåðíåò, àáî çà ¿¿ äîïîìîãîþ, ÿê íà ð³âí³ äåðæàâè, òàê ³ íà çàãàëüíîñâ³òîâîìó
ð³âí³. Äëÿ îö³íþâàííÿ ñòàíó òàêîãî âèäó çëî÷èííîñò³ íåîáõ³äíî âèêîðèñòîâóâàòè
³íø³ ñïîñîáè îäåðæàííÿ äàíèõ, òàê³ ÿê ³íòåðâ’þâàííÿ, ôîêóñí³ ãðóïè, îãëÿäè, à
òàêîæ ìåòîä “ðåºñòðàö³¿ çâåðíåíü” – â³êòèìîëîã³÷íèé ìåòîä, ùî ïîëÿãàº ó çáèðàíí³
â³äîìîñòåé ïðî çëî÷èíè â³ä ïîòåðï³ëèõ. Âèêîðèñòàííÿ öèõ ìåòîä³â ïîðÿä ç àíàë³çîì
îô³ö³éíî¿ ñòàòèñòèêè äàº çìîãó äîñë³äèòè ñïðàâæí³ ìàñøòàáè ³íòåðíåò-çëî÷èííîñò³
òà ¿¿ òåíäåíö³¿ ç óðàõóâàííÿì çëî÷èí³â, ùî çàëèøèëèñÿ íåçàðåºñòðîâàíèìè
ïðàâîîõîðîííèìè îðãàíàìè.

Îñíîâíèìè îñîáëèâîñòÿìè çëî÷èí³â òà ³íøèõ àíòèñóñï³ëüíèõ ä³ÿíü, ùî
â÷èíÿþòüñÿ â ìåðåæ³ ²íòåðíåò àáî ç ¿¿ âèêîðèñòàííÿì, º òàê³:

– â³äíîñíà êîìôîðòí³ñòü, òîáòî ãîòóâàííÿ òà ñêîºííÿ çëî÷èíó çä³éñíþºòüñÿ
ïðàêòè÷íî íå â³äõîäÿ÷è â³ä “ðîáî÷îãî ì³ñöÿ”;

– äîñòóïí³ñòü, çóìîâëåíà òåíäåíö³ºþ ïîñò³éíîãî çíèæåííÿ ö³í íà êîìï’þòåðíó
òåõí³êó òà çàñîáè êîìóí³êàö³¿;

– â³ääàëåí³ñòü îá’ºêòà çëî÷èííèõ ïîñÿãàíü, ÿêèé ìîæå ïåðåáóâàòè çà òèñÿ÷³
ê³ëîìåòð³â â³ä ì³ñöÿ ñêîºííÿ çëî÷èíó;

– âåëèêà ìíîæèíí³ñòü ê³áåðçëî÷èí³â, ÿêà ïîëÿãàº â òîìó, ùî ñóá’ºêò çëî÷èíó
çà äîïîìîãîþ êîìï’þòåðíèõ òåõíîëîã³é ïðîòÿãîì êîðîòêîãî ïåð³îäó ÷àñó ìîæå
â÷èíèòè äåê³ëüêà òèñÿ÷ ïðîòèïðàâíèõ ä³ÿíü;

– ñêëàäí³ñòü âèÿâëåííÿ, ô³êñàö³¿ ³ âèëó÷åííÿ êðèì³íàë³ñòè÷íî-çíà÷óùî¿
³íôîðìàö³¿ (ñë³äîâî¿ êàðòèíè çëî÷èíó) ïðè âèêîíàíí³ ñë³ä÷èõ ä³é äëÿ âèêîðèñòàííÿ
¿¿ ÿê ðå÷îâîãî äîêàçó ³ ò. ³í.;

– âåëèêà øâèäê³ñòü â÷èíåííÿ ê³áåðçëî÷èí³â, ÿê³ â³äáóâàþòüñÿ ïðàêòè÷íî
ìèòòºâî ³ òîìó ïîòðåáóþòü øâèäêî¿ ðåàêö³¿ ó â³äïîâ³äü;

– ïîñò³éíå îíîâëåííÿ ôîðì òà ñïîñîá³â â÷èíåííÿ ê³áåðçëî÷èí³â, ÿêå çä³é-
ñíþºòüñÿ íà òë³ âäîñêîíàëåííÿ ³íôîðìàö³éíèõ òåõíîëîã³é. Öå âêðàé óñêëàäíþº
âèçíà÷åííÿ ñòóïåíÿ òà ãåîãðàô³¿ ïîøèðåíîñò³ çàçíà÷åíèõ çëî÷èí³â, ïðîãíîçóâàííÿ
òåíäåíö³é çì³í ¿¿ ïàðàìåòð³â [1, ñ. 130].

Íà ñüîãîäí³ íàéïîøèðåí³øèìè âèäàìè ê³áåðçëî÷èí³â òà ³íøèõ ïðîòèïðàâíèõ
ä³ÿíü, ùî â÷èíÿþòüñÿ â ìåðåæ³ ²íòåðíåò àáî ç ¿¿ âèêîðèñòàííÿì, º: ðîçïîâñþäæåííÿ
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ïîðíîãðàô³¿ (ó òîìó ÷èñë³ äèòÿ÷î¿), øàõðàéñòâî (ô³òèíã), íàðêîçëî÷èíí³ñòü,
ñõèëÿííÿ äî ñàìîãóáñòâà øëÿõîì ïñèõîëîã³÷íîãî âïëèâó, ñåêñòèíã (³íòèìíå ëè-
ñòóâàííÿ), øàíòàæ, ãðóì³íã (âõîäæåííÿ â äîâ³ðó äî äèòèíè ç ìåòîþ ïîäàëüøî¿
îñîáèñòî¿ çóñòð³÷³ äëÿ âñòóïó â ñåêñóàëüí³ â³äíîñèíè, åêñïëóàòàö³¿ ÷è øàíòàæó),
à òàêîæ ê³áåðíàñèëüñòâî (ê³áåðáóë³íã), ïðîïàãàíäà íàñèëüñòâà òà æîðñòîêîñò³,
íåêðèì³íàë³çîâàíèé ñïàì òîùî.

Íàðêîçëî÷èíí³ñòü â ìåðåæ³ ²íòåðíåò. Ðåâîëþö³ÿ â ãàëóç³ ³íôîðìàö³éíèõ
òåõíîëîã³é ïðèçâåëà äî òîãî, ùî â ñó÷àñíèé ïåð³îä ïðîáëåìà ðîçïîâñþäæåííÿ
íàðêîòèê³â ó ñâ³ò³ äåäàë³ ÷àñò³øå ïåðåòèíàºòüñÿ ç ìîæëèâîñòÿìè ñó÷àñíèõ òåõ-
íîëîã³é, ó òîìó ÷èñë³ ²íòåðíåòó, çà äîïîìîãîþ ÿêîãî ó áóäü-ÿêó òî÷êó ñâ³òó ìîæ-
íà íàä³ñëàòè ³íôîðìàö³þ ïðî êóï³âëþ-ïðîäàæ íàðêîòèê³â, ïðî íîâ³ ðîçðîáêè ó
âèãîòîâëåíí³, êóëüòèâàö³¿, ¿õ òðàíñïîðòóâàíí³ òîùî. Ìåðåæà ²íòåðíåò äàº ìîæëè-
â³ñòü âñòàíîâëþâàòè êîíòàêòè ì³æ âèðîáíèêàìè íàðêîòèê³â, ¿õ ïðîäàâöÿìè òà
êë³ºíòàìè ç ãåîãðàô³÷íèõ ïóíêò³â çíà÷íî â³ääàëåíèõ îäèí â³ä îäíîãî. Ãëîáàëüíà
³íôîðìàö³éíà ìåðåæà äîçâîëÿº òàêîæ îñîáàì, çàö³êàâëåíèì ó ïîøèðåíí³ íàðêî-
ìàí³¿, çàëó÷àòè êîðèñòóâà÷³â ²íòåðíåòó äî âæèâàííÿ íàðêîòèê³â áåçïîñåðåäíüî ³
ïîïóëÿðèçóâàòè ñóáêóëüòóðè, ïîâ’ÿçàí³ ç âæèâàííÿì íàðêîòèê³â. Ñë³ä ï³äêðåñëèòè,
ùî íåïîâíîë³òí³ îñîáè ñêëàäàþòü îñíîâíó ñîö³àëüíó ãðóïó, â ÿê³é ïîñò³éíî ïðîïà-
ãóºòüñÿ âæèâàííÿ íàðêîòè÷íèõ çàñîá³â, çðîñòàº ê³ëüê³ñòü ¿õ ñïîæèâà÷³â òà ðîçïîâ-
ñþäæóâà÷³â.

Ñë³ä çàçíà÷èòè, ùî îô³ö³éíà ñòàòèñòèêà ùîäî íàðêîçëî÷èííîñò³ â ìåðåæ³
²íòåðíåò ó öåé ÷àñ â³äñóòíÿ. Çà ðåçóëüòàòàìè ñîö³îëîã³÷íîãî îïèòóâàííÿ “Êóð³ííÿ,
âæèâàííÿ àëêîãîëþ òà íàðêîòè÷íèõ ðå÷îâèí ñåðåä ï³äë³òê³â, ÿê³ íàâ÷àþòüñÿ:
ïîøèðåííÿ é òåíäåíö³¿ â Óêðà¿í³”, ïðîâåäåíîãî ÃÎ “Óêðà¿íñüêèé ³íñòèòóò ñîö³àëü-
íèõ äîñë³äæåíü ³ìåí³ Îëåêñàíäðà ßðåìåíêà” ó 2019 ðîö³ â ìåæàõ ì³æíàðîäíîãî
ïðîºêòó “ªâðîïåéñüêå îïèòóâàííÿ ó÷í³â ùîäî âæèâàííÿ àëêîãîëþ òà ³íøèõ
íàðêîòè÷íèõ ðå÷îâèí”, ÷àñòêà ï³äë³òê³â, ÿê³ âæèâàëè íàðêîòèêè, ñêëàëà 18 %,
ïðè÷îìó ñåðåä ä³â÷àò âîíà çðîñëà â 1,5 ðàçè ó ïîð³âíÿíí³ ç 2015 ðîêîì. 8,7 % ï³ä-
ë³òê³â ïðîáóâàëè ìàðèõóàíó, à 9,2 % âæèâàëè ³íãàëÿíòè. Ïîøèðåí³ñòü ïîë³íàðêî-
ìàí³¿ (âæèâàííÿ äâîõ ³ á³ëüøå øê³äëèâèõ ðå÷îâèí) ñåðåä óñ³õ îïèòàíèõ ñòàíîâèòü
4,2 % [2].

Ðàí³øå ï³äë³òêè îòðèìóâàëè äîñòóï äî íàðêîòèê³â ÷åðåç íàðêîïðèòîíè, à íà
ñüîãîäí³ çà äîïîìîãîþ ²íòåðíåòó ìîæíà çíàéòè òà êóïèòè áóäü-ÿê³ íàðêîòè÷í³
ïðåïàðàòè òà îòðèìàòè ¿õ ÷åðåç ñèñòåìó “çàêëàäîê”. Ó öåé ÷àñ íàéá³ëüø çðó÷íèì
³ ïîøèðåíèì ñïîñîáîì ïîøóêó ³íôîðìàö³¿ ïðî íàðêîòèêè º çàïèòè ÷åðåç ïîøóêîâ³
ñèñòåìè (òàê³ ÿê Google, Ìåòà òîùî). Äîñë³äæåííÿ ïîñèëàíü, çíàéäåíèõ çà äîïîìî-
ãîþ çàçíà÷åíèõ âèùå ïîøóêîâèõ ñèñòåì, ñâ³ä÷àòü ïðî òå, ùî ïîòðàïèòè íà ïðîíàð-
êîòè÷í³ ñàéòè íåñêëàäíî.

Çà ðåçóëüòàòàìè àíêåòóâàííÿ ó÷í³â çàêëàä³â çàãàëüíî¿ ñåðåäíüî¿ îñâ³òè ì. Êèºâà
òà Êè¿âñüêî¿ îáëàñò³, ìàéæå êîæíèé ÷åòâåðòèé ç îïèòàíèõ íàìè øêîëÿð³â (24,4 %)
ç³øòîâõóâàâñÿ ç ïðîïîçèö³ºþ ïðèäáàòè àëêîãîëü ÷è íàðêîòèêè. Äî ðå÷³, õëîïöÿì
óäâ³÷³ ÷àñò³øå íàäõîäÿòü òàê³ ïðîïîçèö³¿, í³æ ä³â÷àòàì (61,6% ïðîòè 37,1%
â³äïîâ³äíî)2.

2 Äîñë³äæåííÿ ïðîâîäèëîñü ó Äåðæàâíîìó íàóêîâî-äîñë³äíîìó ³íñòèòóò³ ÌÂÑ Óêðà¿íè.
Âîíî ñïðÿìîâàíå íà âñòàíîâëåííÿ ñó÷àñíèõ øëÿõ³â çàïîá³ãàííÿ çëî÷èíàì òà ³íøèì àíòèñóñï³ëüíèì
ä³ÿííÿì ùîäî íåïîâíîë³òí³õ, ÿê³ â÷èíÿþòüñÿ ç âèêîðèñòàííÿì ñó÷àñíèõ çàñîá³â êîìóí³êàö³¿ òà
ìåðåæ³ ²íòåðíåò. Óñüîãî îïèòàíî 787 ó÷í³â 6–11 êëàñ³â (â³ê îïèòóâàíèõ – 11–17 ðîê³â, ñåðåä
ðåñïîíäåíò³â – 427 (54,3 %) õëîïö³â òà 347 (44,1 %) ä³â÷àò).

© Lubenets Iryna, Tolochko Halyna, Naumova Iryna, 2020
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²íòåðíåò-øàõðàéñòâî. Äî íàéá³ëüø ïîøèðåíèõ â ²íòåðíåò³ âèä³â øàõðàéñòâà
íàëåæàòü:

– ôàëüøèâ³ ðàõóíêè íà îïëàòó ç ²íòåðíåò-ìàãàçèí³â àáî ³íø³ ïîâ³äîìëåííÿ –
ï³äðîáëåí³ ðàõóíêè, ùî ðîçñèëàþòüñÿ ïî å-mail, ì³ñòÿòü ïîñèëàííÿ íà øê³äëèâ³
ïðîãðàìè. Îäåðæóâà÷, ÿêèé â³äêðèâ ðàõóíîê, ìèòòºâî ñòàº æåðòâîþ çëîâìèñíèõ
ä³é. Ñóá’ºêòîì ïîñÿãàííÿ, ÿê ³ ïîòåðï³ëèì, ìîæå áóòè áóäü-ÿêà îñîáà (íåïîâíîë³òí³
â òîìó ÷èñë³);

– øàõðàéñüêèé ²íòåðíåò-ìàãàçèí àáî ïðîäàæ íå³ñíóþ÷îãî òîâàðó çà
äîïîìîãîþ ñàéò³â äëÿ áåçêîøòîâíèõ ïðèâàòíèõ îãîëîøåíü. Öÿ ñõåìà ñõîæà íà
ñõåìó, çà ÿêîþ ä³þòü ô³ðìè-îäíîäí³âêè. Øàõðàé â³äêðèâàº òàêèé ìàãàçèí (àáî
ðîçì³ùóº îãîëîøåííÿ), çà âèã³äíèìè ö³íàìè ïðîïîíóº òîâàð. Ïðèéìàºòüñÿ ïåðåä-
îïëàòà, øàõðàé çíèêàº, ïðèâëàñíèâøè ãðîø³. Ñóá’ºêòîì ñêîºííÿ çëî÷èíó ÿê ³
ïîòåðï³ëèì òàêîæ ìîæå áóòè îñîáà áóäü-ÿêîãî â³êó. Ãîëîâíà óìîâà – äîñòóï äî
ìåðåæ ²íòåðíåò. Íåïîâíîë³òí³ ìîæóòü áóòè æåðòâàìè â òîìó âèïàäêó, ÿêùî ó
íèõ º âëàñí³ êîøòè äëÿ çä³éñíåííÿ ³íòåðíåò-êóï³âåëü;

– ô³òèíã – âèä øàõðàéñòâà, ìåòîþ ÿêîãî º âèìàíþâàííÿ ó äîâ³ðëèâèõ àáî
íåóâàæíèõ êîðèñòóâà÷³â ìåðåæ³ ïåðñîíàëüíèõ äàíèõ êë³ºíò³â îíëàéíîâèõ àóêö³îí³â,
ñåðâ³ñ³â ç ïåðåêàçóâàííÿ àáî îáì³íó âàëþòè, ²íòåðíåò-ìàãàçèí³â. Øàõðà¿ âèêîðèñòî-
âóþòü óñ³ëÿê³ âèâåðòè, ÿê³ íàé÷àñò³øå çìóøóþòü êîðèñòóâà÷³â ñàìîñò³éíî ðîçêðèòè
êîíô³äåíö³éí³ äàí³ – íàïðèêëàä, ïîñèëàþ÷è åëåêòðîíí³ ëèñòè ³ç ïðîïîçèö³ÿìè
ï³äòâåðäèòè ðåºñòðàö³þ îáë³êîâîãî çàïèñó, ùî ì³ñòÿòü ïîñèëàííÿ íà âåá-ñàéò â
²íòåðíåò³, çîâí³øí³é âèãëÿä ÿêîãî ïîâí³ñòþ êîï³þº äèçàéí â³äîìèõ ðåñóðñ³â. Ïî-
òåðï³ëèìè â³ä òàêîãî âèäó çëî÷èíó ìàéæå çàâæäè âèñòóïàþòü äîðîñë³.

Îäíàê, ñõîæîþ ñõåìîþ øàõðàéñòâà, ÿêà âèêîðèñòîâóºòüñÿ ÷àñòî äî íåïîâíî-
ë³òí³õ, º ñîö³àëüíèé ³íæèí³ðèíã. Öåé òåðì³í â îñòàíí³ ðîêè âæèâàºòüñÿ äëÿ
ïîçíà÷åííÿ ä³é, â õîä³ ÿêèõ ï³ä âèãëÿäîì äîâ³ðëèâîãî ³íòåðíåò-ñï³ëêóâàííÿ äèòèíà
ïîâ³äîìëÿº çëîâìèñíèêó ³íôîðìàö³þ êîíô³äåíö³éíîãî õàðàêòåðó (äîõîäè áàòüê³â,
àäðåñà, ðîçïîðÿäîê äíÿ, íàÿâí³ñòü ñèãíàë³çàö³¿ â äîì³, íîìåðè êàðòîê òà ³í.).

Íåð³äêî, âñòàíîâëþþ÷è áóäü-ÿê³ äîäàòêè, êîðèñòóâà÷³ íå çâåðòàþòü óâàãè
íà äîçâîëè äîñòóïó, ÿê³ áóäóòü íàäàâàòèñÿ ðîçðîáíèêàì àáî âëàñíèêàì öüîãî
äîäàòêó, ùî äàº ìîæëèâ³ñòü øàõðàÿì ñêîðèñòàòèñÿ ìîæëèâ³ñòþ áåçïåðåøêîäíîãî
äîñòóïó äî ôîòî, îñîáèñòèõ äàíèõ âëàñíèêà ìîá³ëüíîãî òåëåôîíó;

– êðàä³æêà ïîñëóã – ïðàâîïîðóøåííÿ ç îòðèìàííÿ íåñàíêö³îíîâàíîãî äîñòóïó
äî áóäü-ÿêî¿ ñèñòåìè, ùîá áåçêîøòîâíî ñêîðèñòàòèñü ¿¿ ïîñëóãàìè. Ïðèêëàäîì
öüîãî âèäó øàõðàéñòâà º ôîóíôðåéêèíã, òîáòî âèêîðèñòàííÿ êîìï’þòåðà äëÿ
ïðîíèêíåííÿ â êîìóí³êàö³éíó òåëåôîííó ñèñòåìó òà íåçàêîííå âèêîðèñòàííÿ
ïîñëóã ç íàäàííÿ ì³æíàðîäíîãî òåëåôîííîãî çâ’ÿçêó;

– ï³äðîáëåí³ ñàéòè áëàãîä³éíèõ ôîíä³â àáî ñìñ-ïîâ³äîìëåííÿ ç ïðîõàííÿì
ïðî ô³íàíñîâó äîïîìîãó àáî íå³ñíóþ÷èé âèãðàø. “Çáèðàºìî íà ïðîòåçè äëÿ á³éö³â
ÀÒÎ!”, “Äîïîìîæ³òü æåðòâàì óðàãàíó Êàòð³íà”!, “Âè âèãðàëè àâòî”, “Âè íå îòðèìàëè
ñâ³é ïðèç” òîùî. Îñîáëèâî àêòóàëüíèìè òàê³ ìåòîäè â³äáèðàííÿ ãðîøîâèõ êîøò³â
ñòàþòü ó ñâÿòêîâèé ñåçîí, êîëè â³äâ³äóâà÷³ ìåðåæ³ á³ëüø îõî÷å ðîçëó÷àþòüñÿ ç
ãðîøèìà, à òàêîæ ñèëüí³øîþ º æàãà êîðèñòóâà÷³â äî øâèäêîãî çáàãà÷åííÿ;

– ²íòåðíåò-êàðäèíã – âèêîðèñòàííÿ äàíèõ ç ÷óæî¿ áàíê³âñüêî¿ êàðòêè äëÿ
çä³éñíåííÿ âñ³ëÿêèõ îïåðàö³é ó ìåðåæ³ ç ìåòîþ îòðèìàííÿ ãðîøåé. Æåðòâ³
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íàäñèëàºòüñÿ ïîâ³äîìëåííÿ â³ä “ñëóæáè áåçïåêè” áàíêó àáî íàäõîäèòü äçâ³íîê â³ä
“ïðàö³âíèêà” áàíêó í³áèòî îíîâèòè äàí³ (ï³äâèùèòè ñòóï³íü çàõèñòó áàíê³âñüêî-
ãî ðàõóíêó òîùî) òà âèìàãàþòü íàçâàòè íîìåð êàðòêè, ïàðîëü, êîäîâå ñëîâî  òîùî.

Ñë³ä âêàçàòè, ùî 16 % îïèòàíèõ ïðàö³âíèêàìè Äåðæàâíîãî íàóêîâî-äîñë³ä-
íîãî ³íñòèòóòó ÌÂÑ Óêðà¿íè øêîëÿð³â ïîâ³äîìèëè, ùî â³äíîñíî íèõ çä³éñíþâàëèñü
øàõðàéñüê³ ä³¿ àáî êðàä³æêà êîøò³â çà äîïîìîãîþ ²íòåðíåòó.
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INTERNET RISKS AND THREATS TO MINOR
: CRIMINOLOGICAL ASPECT

A variety of means of communication and the Internet are an integral part of the
life of modern society in general and children in particular. In turn, the information
environment has significant potential for the development and self-realization of a
child’s personality. Using the resources of open digital repositories of libraries, museums,
sites of an educational, cognitive and entertaining nature, modern schoolchildren are
able to download digitized books, music, photographs, etc. Thanks to modern technical
means, children communicate with friends and have a rest. That is, the means of
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communication and the Internet for them is part of life, and the virtual world is a
means of socialization.

Since the Internet has become as accessible as the telephone, studying its impact
on minors is a pressing issue today. On the one hand, it is a means of increasing
erudition and communication skills, and on the other hand, it is a situation of
increased risk of facing some threats of the virtual world from cyber-violence and
fraud to the distribution of narcotic substances and the propensity to commit suicide.

This article is devoted to a comprehensive analysis of risks and threats, the
source of which is modern means of communication and the Internet. The aim of the
study is to establish certain aspects of the vulnerability of the child in the information
sphere, as well as to determine the level of awareness of schoolchildren about safety
on the Internet.

The article lists the main features and the most common types of crimes and
other antisocial acts committed on the Internet or with its use. A particular danger
of such acts is that often underage Internet users become victims, because they are the
most active users of the Internet and other means of communication. In this regard,
there is a need for further investigation of this problem from a criminological point
of view to clarify the causes and conditions of the above crimes and antisocial actions,
which, in turn, will help to increase the effectiveness of their prevention measures.

Keywords: Internet, Internet risks, users, minors, children, gadgets, cyber violence,
Internet fraud, pornography, “death groups”.

Îòðèìàíî 20.02.2020


