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IHTEPHET-PU3UKU TA 3AIrPO3U OO .
HEIIOBHOJIITHIX KOPUCTYBAYIB: KPUMIHOJOITYHUN
ACIIERT!

Cmammst npucesuena KoMNJIeKCHOMY AHANI3Y PUSUKIE Mma 3azpo3, OAHCEPerLoM
AKUX € cyuacui 3acobu xomymikauii ma mepesxca Inmepnuem. Memoio Oocnioxcenns €
BCMAHOBIEHHS NECHUX ACNEKMIB YPA3IUBOCTE OUMUHU 6 THpOopMauiinill cepi, a makoic
3’scyeanns piens 00I3HAHOCMI WKOLAPIE wodo besnexu 6 mepedxci lnmepnem.

Y cmammi nepeniueni ocnosHi 0cobIUB0CMI MaA HATUOLILUL NOWUUPEHT BUOU 3TLOUUHIG
ma iHUUX aHmMUCYCniibHUX OisaHb, W0 GUUHAIOMbCS 6 Mepexci Inmepnem abo 3 ii
suxopucmannsm. Ocobrusa nebesnexa maxux Oisib NONSAZAE 6 MOMY, WO UACMO
AHCEPMBAMU CMAIOMH HENOBHOJIMHI THMEPHeM-KOPUCMYBAYL, adlce B0HU € HAIAKMUGHI-
wumu Kopucmyeavamu Iumepuemy ma inuux 3aco6ie KOMyHiKayil.

Kmouogi cnosa: [umepem, inmeprem-pusuxii, KOpucmyeai, HenosHoimui, dimu,
radvcemut, KibGepHACUILCMBO, THMEPHEM-UAaXpaicmeo, nopuozpadis, “epynu cmepmi”.

Ha cporoani 3/104MHM, a TaKOK NMPOTUIIPABHi, aHTUCYCHIJbHI [[iIHHS, 1110 BYU-
HSIIOTHCS 3 BUKOPUCTAHHIM Cy4YacHUX 3aco0iB KOMYHiKallii Ta Mepesxi Inreprer, — 1ie
aKTyasbHa mpobsiemMa, 3 KO0 3imToBXHYyJaUCS Bei kpainm y XXI cromitti, sika Mae
TeHJICHINIO /10 30iJIbIIeHH K 32 CBOIMM MaciuTadaMu, Tak i 3a pPiBHEM CIIPUYUHEHOI
mroan. OT:Ke, HazBaHe SIBUIIE 3aCAYrOBYE Ha 0COOIMBY yBary cepej] HayKOBIIiB.

Cuaig 3a3HauuMTH, MO AOCJHIKEHHIO Kibep3sounHHOCTI (KOMII'IOTEPHOI
3JIOYMHHOCTI) Ta ii MOXiIHUX TPUCBATHIN CBOI POOOTH Pi3Hi HAyKOBII, 30KpeMa:
B.A. Jlinkan, O.0. Tuxomupos, O.M. IIdo, M.A. Tloropenskuii, B.I1. I1lesomenties,
O.C. Anasepmos, I0.M. Barypin, A.B. Boiinexiscokuii, B.b. Bexosa, B.O. T'ony6es,
M.J. dixrsapenko, T.JI. Tponina, B.X. Toneybekos, T.M. Bbapabam, P.C. bBenkin,
C.A. Bpaxnuuk, C.I0. Burko, B.B. Bopoo6iios, H.JI. Boakosa, JI.B. Bopucosa,
A.®@. Bonobyes, M.T. [I3006a, SI.M. Kapkos, P.A. Kamoxunii, A.M. KysbmeHko,
B.K. Jlucuuenko, I1.A. Jlyninceka, M.I. Ouunryk, C.B. Caunbko, B.I1. ®DinoHos ta
iHIIi.
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3J10unHY, BUNHEHI B Mepeski [HrepHer abo 3 ii BukopucTanusam (KiGep3IounHm),
iHIIT aHTUCYCITJIBHI IiTHHS (He KpUMiHa/Ii30BaHi i, SIKi CIPUUUHIOIOTH KOy 0cobi —
craM, KibepOyJTiHT TOIIIO), M0 BUNHAIOTHCS 3 BAKOPUCTAHHSIM CY4aCHHX 3aCO0iB KOMY-
Hikatlii (Hanpuksaa, MoOLTbHUX TestehOHIB, MIAHIIETIB, IHIIMX CYYaCHUX Ta/KETiB) —
1€ SABUIIA, sIKi BUHUKJIU Yy MPOIeCi eBOIOIiT KOMIT IOTepHUX Ta iHpopMaIliiH1X TeXHO-
soriii. ToOTO KepTBOIO 3a3HAYEHUX BUIIE MPOTUIIPABHUX isTHb MOKe OyTu Oy/Ib-sIKa
JIIOJIHA, 1[0 KOPUCTYETHCS CyIaCHUMHE 3aco0aMi KOMYHiKaIlii abo Mepeskeio IHTepHer.
Ocob:Ba Hebe3neKa TaKuX JIistHb TOJISITa€ B TOMY, 1[0 YacTo iX JKePTBaMK CTAlOTh He-
MOBHOJITHI, 60, K 3a3HAYaj0Cs BUINE, BOHW € HAMAKTUBHIIIAMHU KOPHCTyBadyaMu
[arepHeTy Ta iHIMX 3aco6iB KomyHikamii. Ciig HaromocuTH, 1m0 Oinbire 70 % GaTbKiB
He 3HAIOTh, AKi caliTu BiZIBIYIOTD iX AiTH.

OnHi€10 3 OCHOBHUX XapaKTEPUCTUK iHTEPHET-3JI0YMHHOCTI € BUCOKA JTaTEHTHICTh
SIK TIPUPOJTHA, TaK i MITyYHA, [0 BUHUKAE Yepe3 HeOaKaHHs TOTEPIINX TTOBIIOMIISTH
PO 3JIOUMHU TPABOOXOPOHHUM opraHam. OdiliiiHa cTaTUCTUKA TPAaBOOXOPOHHUX
opraniB He BifloOpakae peasbHOI KAPTUHU CTaHy MPABOIOPYIIEHD, 10 BUNHSIOTHCS B
Mepexki [nreprer, abo 3a i ZOMOMOroIo, SIK Ha PiBHI JiepsKaBH, TaK i Ha 3aTaIbHOCBITOBOMY
piBHi. /IJ1s1 OIliHIOBaHHSI CTaHy TAaKOTO BU/Y 3JIOYMHHOCTI HEOOXiZIHO BUKOPUCTOBYBATH
iHIIi crocobu oiepskaHHsI aHUX, Taki sIK iHTepB'IoBaHHs, (DOKYCHI TPYIIH, OTJISIH, a
TaKO)K METOJI “peecTpallii 3BepHeHb” — BIKTUMOJIOTTYHII METOI, 10 TIOJIATac y 30MpaHHi
BiJIOMOCTE TIPO 3JI04MHU BiJl IOTEPI/INX. BUKOPUCTaHHA 1IMX METO/IiB TIOPSI/T 3 aHATI30M
o(MiIiitHOT CTATUCTUKY A€ 3MOTY JOC/IIUTH CITPaBKHI MaciTabu iHTePHET-3/I09NHHOCTI
Ta il TeHAEeHIIl 3 ypaxXyBaHHAM 3JIOYMHIB, 110 3aAJUIIAJINCA HE3aPEECTPOBAHUMU
IIPAaBOOXOPOHHUMM OPTaHAMMU.

OCHOBHUMHU OCOGJMBOCTSIME 3JIOYMHIB Ta IHIINX AHTUCYCIJIBHUX [IisTHb, 110
BUMHSIOTHCSI B Mepeski [HTepHeT abo 3 il BUKOPUCTaHHSM, € TaKi:

— BisiHOCHA KOM(OPTHICTH, TOOTO TOTYBAHHS Ta CKOEHHS 3JI0YNHY 3/IIICHIOETHCS
MIPAKTUYHO He BiXO[Asuu Bij “pobodoro micis”;

— JIOCTYIIHICTh, 3yMOBJIEHA TEH/IEHITIEIO TIOCTITHOTO 3HMKEHHS 11iH Ha KOMIT I0TEPHY
TEXHIKy Ta 3acO0M KOMYHIKaILil;

— BigtazeHicTb 00’€KTa 3JI0YMHHUX TOCITaHb, SKUH MOKe TiepedyBaTh 3a THCSUi
KIJIOMETPIB BiJl MiCIII CKOEHHS 3JI0YNHY;

— BeJIMKAa MHOKUHHICTD KiOEpP3IOUNHIB, SIKa TIOJISITAE B TOMY, 110 Cy0 €KT 3JI0UNHY
3a JIOTIOMOTOI0 KOMITIOTEPHUX TEXHOJIOTiil MPOTSArOM KOPOTKOIO TepPiojly Yacy MosKe
BUMHUTU JIEKIJbKA TUCAY IIPOTUIIPABHUX MisAHb;

— CKJIQJHICTh BUABJeHHd, (dikcailii i BUIydYeHHS KPUMiHAIiCTUYHO-3HAYYIIOT
indopwmartii (cJ1izIoBoi KAapTUHU 3JI04KMHY ) TIPU BUKOHAHHI CJITYUX I /1711 BUKOPUCTAHHS
il 4K pe4oBOro JAokKasy i T. iH.;

— BeJIMKa MIBUAKICTh BUMHEHHS KiGep3/JIOYnHIB, SIKi BiOYBArOTHCS MPAKTUIHO
MHTTEBO i TOMY TOTPeOYIOTh IMBUAKOI peakitii y BimoBib;

— mocriiiHe OHOBJICHHS (JOPM Ta CIIOCOOIB BUMHEHHSI KiOEP3JIOUNHIB, SIKe 37Iiii-
CHIOETBCSI HA TJIi BJOCKOHAJIeHHs iHdopmatiiinux Texnosoriit. [le Bkpail yckiaannioe
BU3HAUEHHS CTyTIeHs Ta reorpadii MONMPEHOCTi 3a3HaYeHNX 3JI0YMHIB, TPOTHO3YBAHHS
TeH/leHIliil 3MiH ii mapametpis [1, c. 130].

Ha cporo/isi HalmommpeHimuMy BUaMy KiOep3I0urHIB Ta iHIIMX TPOTUIIPABHITX
JisTHB, 110 BYNHSIIOTHCST B Mepeki IHTepHeT abo 3 i BUKOPUCTAHHSIM, €: PO3MOBCIOKEHHST
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nopraorpadii (y Tomy umcai autsadoi), maxpaiictBo ((hiTWHT), HAPKO3JTOYNHHICTB,
CXUJISTHHSI 10 caMOryOCTBa IIJIIXOM TICUXOJIOTTYHOTO BIUIMBY, CEKCTUHT (IHTUMHE JIV-
CTYBaHHS), IIAHTaX, PYMIHT (BXO/KEHHSI B JIOBIpY /10 IUTUHU 3 METOIO IOJAJIbIION
0cOOMCTOI 3yCTpivi AJIsT BCTYIY B CEKCyaJbHI BiIHOCHHM, EKCILIyaTallii 4i MIaHTaxy ),
a Takok KibGepHacuibcTBO (KiGepOyJIiHT), MpoIarana HACHIbCTBA Ta JKOPCTOKOCTI,
HEKPUMiHAII30BaHUI CIIaM TOIIIO.

HapkoaiaouunHicts B Mepeski Inrepner. PeBouttontis B ramysi iHdbopmartiiitnux
TEXHOJIOTIN TPHU3BeJa 0 TOTO, MO B CYYacHUU mepios mpobsemMa PO3MOBCIOKEHHS
HApPKOTUKIB Yy CBIiTi gefasi JacTilie mepeTUHAEThCA 3 MOXKJIUBOCTAMU CYyYaCHUX TeX-
HOJIOTiH, y ToMy unciii [HTepHeTy, 3a I0ITOMOTOI0 SIKOTO Y OY/Ib-5IKY TOUKY CBIiTY MOXK-
Ha HajicaaTh iHGopMaIio Mpo KyIiBIo-TIPOAak HAPKOTHKIB, PO HOBI PO3POOKU y
BUTOTOBJIEHHI, KyJIbTUBAIlil, iX TpaHcropryBaHHi Tomio. Mepexa [ntepHer nae Moxiu-
BiCTh BCTAHOBJIIOBATU KOHTAKTU MiK BHPOOHHMKAMHU HAPKOTHKIB, IX IPOMABLSAME Ta
KJieHTaMu 3 reorpadiuyHuX MyHKTIB 3HAYHO Bi/UlaleHUX OAKH Bix oxHoro. [mobambHa
iH(dopMariiitHa Mepeska J03BOJISIE TAKOK 0coOaM, 3alliKaBJIeHUM y MONTUPEHH] HapKO-
MaHii, 3arydaTi KOpucTyBadiB [HTepHeTY 10 BKMBaHHS HAPKOTHKIB Oe31ocepeiHbo i
THOTTYJISIPU3YBATH CYOKYJIBTYPH, TIOB'sI3aHi 3 BAKMBaHHIM HapKOTHKIB. Cotit mifkpecnTu,
1[0 HEIMTOBHOJIITHI 0COOM CKJIa[aloTh OCHOBHY COIia/bHY IPYITY, B SIKiil MOCTiiHO TIpoIia-
TYETHCST BXKMBAHHS HAPKOTHMYHUX 3aCO0iB, 3pOCTAE KiJIbKICTH IX CIIOKMBAYiB Ta PO3IIOB-
CIOJI)KYBayiB.

Cuin 3a3naunT, 1m0 ogilliliHa cTaTUCTUKA TO/I0 HAPKO3JOUMHHOCTI B MepesKi
[HTepHer y 11eii yac BificyTHsI. 3a pe3yJibTaTaMU COIi0JIOTIYHOTO ONUTyBaHHs “KypiHHs,
BYKUBAHHA QJIKOIOJII0 Ta HAPKOTUYHUX PEYOBUH cepell IiJUIITKIB, AKi HaBYAIOTHCH:
nolnMpenHs i tenzienttii B Ykpaini”, mposegenoro I'O “YkpaiHcbkuii iHCTUTYT colliasib-
HUX pocaimkensb iMeni Ognekcangpa Apemenka” y 2019 porii B Meskax MizKHapOJIHOTO
MpOeKTy “€Bporieiicbke ONMUTYBAHHS YYHIB MO0 BXKMWBAHHS AJKOTOJIO Ta iHIINX
HAPKOTUYHUX PEYOBWH’, YaCTKA MiJITKIB, sKi BKUBAJIU HAPKOTUKH, cKiama 18 %,
MIPUYOMY cepeJl JiiBUaT BoHa 3pocia B 1,5 pasu y nopiBustani 3 2015 poxom. 8,7 % mij-
JITKiB ipo0OyBasi Mapuxyany, a 9,2 % BxkuBaau inrasiata. [lommpenicTs noinapko-
MaHii (BJKMUBaHHS /IBOX i OiJIbIlIe MIKiUIMBUX PEUOBUH) cepell yCiX OMMTAaHUX CTAHOBUTH
4,2 % [2].

Paninre migmiTkyu oTpuMyBain 1O0CTYII 10 HAPKOTHUKIB Yepe3 HapKOIPUTOHU, a Ha
CHOTOIHI 3a JIOMOMOTOI0 [HTEpHETY MOKHA 3HAWTH Ta KyIUTH Oyab-sIKi HapKOTHYHI
IpernapaTy Ta OTPUMATH iX depes cucreMy “3akiaafok”. Y 1ieil yac HalOiIbIl 3pyYHIM
i mormMpeHrM crocoboM MOIyKy iHhOpMAIIii PO HAPKOTUKK € 3aIlIUTH Yepes TONTYKOBi
cucremu (Taki sik Google, MeTa torio). JlocmiKeHHs MOCHIaHb, 3HANIEHNX 3a I0TTOMO-
rOI0 3a3HAYCHUX BUIIE ITOIIYKOBUX CUCTEM, CBI/{4aTh IIPO T€, 110 IIOTPAIIUTU HA IIPOHAP-
KOTUYHI CaliTU HECKJAHO.

3a pe3yJbTaTaMy aHKETYBAaHHS YUHIB 3aKJIa/IiB 3araIbHOI cepeTHboi OcBiTH M. Knepa
ta KuiBcbkoi obmacti, Maiiske KOKHUI YeTBEPTHIl 3 ONMTAaHUX HAMK MIKOJIAPIB (24,4 %)
3iIITOBXYBABCS 3 TPOIO3UIIIEI0 MPUAGATH AJTKOTOJIb YU HAPKOTUKU. /[0 pedi, XJTommism
yABiui yacTtime HaaXoAATh Taki mporoswuiii, Hixk aiBuatam (61,6% nuporu 37,1%
BiZIITOBiIHO )2,

2 Nocaimpkentst npoBoanioch y JlepskaBHomy HaykoBo-fpocaignomy incrutyti MBC Ykpainn.
BoHO cIipsiMOBaHe Ha BCTAHOBJICHHSI CYYaCHUX MIJISIXIB 3aM00ITaHHST 3/I0YMHAM Ta iHITUM aHTUCYCIILIBHIM
JISTHHAM 1110/I0 HEITOBHOJIITHIX, sIKi BUMHAIOTHCSA 3 BUKOPUCTAHHAM CY4aCHUX 3ac006iB KOMYHiKalii Ta
Mepexi [aTeprer. Ycboro onurano 787 yuniB 6—11 kiaciB (Bik onutyBanux — 11—17 pokiB, cepen
pecrionzientiB — 427 (54,3 %) xuoniiB ta 347 (44,1 %) miuar).
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InrepHeT-maxpaiicrBo. /[o Haiibiibin nmommpeHux B [HTepHETI BU/IIB MaxpaiicTBa
HaJIeKaTh:

— panvuusi paxynxu na oniamy 3 Inmepnem-mazasunie abo inuli nOGIOOMACHHS —
mipo0IeHi paxyHKH, 10 PO3CHIAIOTHCS 110 e-mail, MicTATh TToCHIaHHsT Ha TIKiTUBi
nporpamu. OziepkyBad, SKUI BiIKPUB PaXyHOK, MUTTEBO CTA€E KEPTBOIO 3JIOBMUCHUX
niii. Cy6’eKToM MOCSITaHHSA, SIK 1 OTEPITinM, Mojke Oyt Oyib-sika ocoba (HEmoBHOJTITHi
B TOMY YUCJIi);

— waxpaiicokuii Inmepnem-mazasun abo TPOJaK HEICHYIOYOro TOBapy 3a
JIOTIOMOTOIO CalTiB IJisi GE3KONITOBHUX TPUBATHUX OTroJomieHb. 11 cxema cxoska Ha
cxeMy, 3a sIKOo MifoTh ¢ipmu-ogHoaHisku. Ilaxpail Bizkpusae takuii marasut (a6o
PO3MilIly€ OTOJIOIIEeHHS ), 3a BUTIIHUMU 1liHaMK TTPoIioHye ToBap. [IpuiimaeTnes nepej-
oITata, maxpail 3HuKae, mpuBaacHuBIM rpoiri. Cy0'€KTOM CKOEHHSI 3JI0YMHY SIK i
HOTEPILINM TaKoXK MOKe OyTi ocoba Oyab-aKoro Biky. [0J0BHA yMOBa — JOCTYII /IO
Mmepex Inreprer. HermoBHOJMITHI MOKYTh OyTH sKepTBAMU B TOMY BHITQJKY, SIKIIO Y
HUX € BJIACHI KOIITH JJId 3/iICHEHHS iHTepHEeT-KYIliBeJIb;

— (pimune — BU MAXpaiicTBa, METOIO SIKOTO € BUMAHIOBAHHS y JOBipIMBUX ab0
HEyBa)KHUX KOPUCTYBAYiB MePesKi MePCOHAIbHUX JIAHUX KJIIEHTIB OHJIATHOBUX ayKITiOHiB,
cepBiciB 3 nepekasyBanHs abo 0OMiHy BasmoTu, [nTeprer-marasuis. [1laxpai BuKopucTo-
BYIOTb YCIJIsIKi BUBEPTH, SIKi HAllyacTillle 3MyIITyIOTh KOPUCTYBAauiB CAMOCTIHHO PO3KPUTH
KOH(DIieHTITHI aHi — HANMpPUKIaA, MOCUIAI0YN eJIEKTPOHHI JIUCTU i3 TIPOMO3UITisIMU
iATBEPANUTH PEECTPAILiI0 OOJIIKOBOTO 3alUCy, 10 MICTSTh TOCUJIaHHS Ha BeG-CaiiT B
InTepHeri, 30BHIIIHIN BUIJIA/ SKOTO ITOBHICTIO KOINIOE Au3aiiH BijoMux pecypcis. Io-
TEPHiJIMMU BiJl TAKOTO BUY 3J0YMHY Maii’ke 3aBK/IU BUCTYIAIOTh JOPOCJIi.

Opnak, cX0K010 CXeMOIO 1IaXpaicTBa, SKa BUKOPUCTOBYETHCS YaCTO /10 HEIIOBHO-
JITHIX, € couianvHuil inycunipune. lleit TepMiH B OcTaHHi POKM BKUBAETHCS IS
MO3HAYEHHS JIiil, B XO/Ii AKUX TIi/l BUTJISAJIOM JIOBiPJIMBOTO iHTEPHET-CIIJIKyBaHHS TUTUHA
HOBiIOMJISIE 3JIOBMUCHUKY iH(OpMaIiilo KoHdigeHItiiiHoro xapakrepy (1oxoau 6aTbKis,
ajzipeca, po3MOPSIOK JHS, HAsSBHICTh CUTHAJI3aIlil B /JoMi, HOMepH KapTOK Ta iH.).

Hepiznko, BctanoBsooun Oyb-sKi JOAATKH, KOPUCTYyBadi He 3BEPTAIOTh YBaru
Ha JI03BOJIM JIOCTYIY, sIKi OyayTh HajaaBaTHCs PO3pOOHMKaM ab0 BJIACHMKAM I[OTO
MOMATKY, 1110 TA€ MOKJIUBICTD MTaXPasiM CKOPUCTATUCS] MOKJIUBICTIO OE3TEPEITKOTHOTO
moctyiy 10 GoTo, 0COOMCTUX MaHUX BJIACHUKA MOOLILHOTO TesredoHy;

— kpadixcka nocyez — TPABOTIOPYIIEHHST 3 OTPUMAHHST HECAHKITIOHOBAHOTO JIOCTYILY
110 OyIb-sIKOI crcTeMu, Mo GE3KOMITOBHO CKOPUCTATUCH 11 Tocayramu. [Ipukiagom
I[bOTO BUjy ImaxpaiictBa € (GoyHPPEHKUHT, TOOTO BUKOPUCTAHHS KOMITIOTEPA IJIsST
MIPOHUKHEHHS B KOMYHiKalliitHy TesiepOHHY cuCTeMy Ta He3aKOHHE BUKOPUCTAHHS
MOCJIYT 3 HaJlaHHSI MiXKHAPOAHOIO Tesie()OHHOTO 3B’S3KY;

— niopobneni catimu 6aazoditinux (ondie abo CMC-TOBIJOMIIEHHST 3 ITPOXaHHSIM
1po (hiHAHCOBY AOIOMOTY ab0 HeiCHYIOUnil BUrpaiil. “30upaeMo Ha IpoTe3u s OiiiiiB
ATQO!”, “/TonomoxiTh skepTBam yparany Karpina”l, “Bu Burpanu aBro”, “Bu He oTpumasu
cBiit ipu3” Tomo. OcobIMBO aKTYaTbHUMU TaKi METOAN BiIOMPAHHSI TPOIIOBUX KOIIITIB
CTAlOTh Y CBSATKOBUI CE30H, KOJIM BiABiayBaui Mepeski Oi/IbII 0XO4e PO3JIydaroThCs 3
IPOIIMMa, a TAKOK CUJIBHIIIOI € jKara KOPUCTYBAYiB 0 MIBUAKOTO 30aradeHHs;

— Iumepuem-xapoumnez — BUKOPUCTAHHS JaHUX 3 4ysKOI OAHKIBCHKOI KapTKHU JIJIst
3/IiTICHEHHST BCIIIKUX omepariiii y Mepeki 3 MeTOI0 OTpMMaHHs Tporreit. sKepTsi
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HaJICUJIAETHCS TIOBIIOMIIEHHS Bijl “coryskOu Gesniekn” GaHKy ab0 HAJXOIUTD I3BiHOK Bijl
“mpariiBHuKa’ 6aHKY HIOMTO OHOBUTH JaHi (IMiZABUIUTH CTYIiHb 3aXUCTy OAHKIBCHKO-
r0 PaxyHKY TOII[O) Ta BUMAraioTh Ha3BaTU HOMEP KapTKH, MapoJib, KOJOBE CJIOBO TOIIIO.

Cuin Bkazarw, 1mo 16 % onuranux npaimiBHukamu /lep;kaBHOro HayKOBO-0CIi/-
Horo iHcTutyTy MBC YKpainu miKosispiB MOBiIOMUIIH, 110 BiZIHOCHO HUX 3/[IHCHIOBAJIUCH
maxpaichbki i abo KpajiKKa KOIITIB 3a [0moMoroo [HTepHery.
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INTERNET RISKS AND THREATS TO MINOR
USERS: CRIMINOLOGICAL ASPECT

A variety of means of communication and the Internet are an integral part of the
life of modern society in general and children in particular. In turn, the information
environment has significant potential for the development and self-realization of a
child’s personality. Using the resources of open digital repositories of libraries, museums,
sites of an educational, cognitive and entertaining nature, modern schoolchildren are
able to download digitized books, music, photographs, etc. Thanks to modern technical
means, children communicate with friends and have a rest. That is, the means of
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communication and the Internet for them is part of life, and the virtual world is a
means of socialization.

Since the Internet has become as accessible as the telephone, studying its impact
on minors is a pressing issue today. On the one hand, it is a means of increasing
erudition and communication skills, and on the other hand, it is a situation of
increased risk of facing some threats of the virtual world from cyber-violence and
fraud to the distribution of narcotic substances and the propensity to commit suicide.

This article is devoted to a comprehensive analysis of risks and threats, the
source of which is modern means of communication and the Internet. The aim of the
study is to establish certain aspects of the vulnerability of the child in the information
sphere, as well as to determine the level of awareness of schoolchildren about safety
on the Internet.

The article lists the main features and the most common types of crimes and
other antisocial acts committed on the Internet or with its use. A particular danger
of such acts is that often underage Internet users become victims, because they are the
most active users of the Internet and other means of communication. In this regard,
there is a need for further investigation of this problem from a criminological point
of view to clarify the causes and conditions of the above crimes and antisocial actions,
which, in turn, will help to increase the effectiveness of their prevention measures.

Keywords: Internet, Internet risks, users, minors, children, gadgets, cyber violence,
Internet fraud, pornography, “death groups”.
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